MASTER SERVICES AGREEMENT
No. ______________
This Master Services Agreement (“MSA”), dated as of ____________________ (“Effective
Date”), is by and between Puget Sound Energy, Inc., a Washington corporation (“PSE”) and
_______________________, a _________________ (“Supplier”). PSE and Supplier are referred
to individually as a “Party” and collectively as the “Parties”. Unless earlier terminated pursuant to
Section 11, this MSA will continue through ___________________ (“Term”).
In consideration of the mutual covenants and agreements set forth herein, the Parties agree as
follows:
SECTION 1. SERVICES
1.1

Supplier will perform for PSE those services (“Services”) set forth in any one or more
statements of work entered into by the Parties under this MSA (each, an “SOW”). Unless
otherwise agreed upon by the Parties, each SOW will be in substantially the form attached
as Exhibit A. Any such SOW may include the following: (a) detailed description of
Services, which may include Deliverables; (b) a schedule for the performance of the
Services (and delivery of the Deliverables); (c) compensation details; (d) identity of key
personnel who will work on the SOW; and (e) items to be provided by PSE.

1.2

“Deliverables” means any and all inventions, processes, methods, concepts, documents,
drawings, specifications, calculations, maps, sketches, notes, reports, data, estimates,
models, samples, designs, recommendations, results, methods, photographs, computer
programs, software code, prototypes, data, and other tangible or intangible items to be
delivered by Supplier to PSE in connection with the Services.

1.3

“Agreement” means this MSA and all SOWs entered into hereunder and any Information
Security Requirements Addendum that may be entered into between the Parties under
this MSA (“Security Addendum”).

1.4

Except as otherwise set forth in an SOW or otherwise provided by PSE in writing, Supplier
will provide all facilities, equipment, supplies or other items required to perform the
Services and prepare and develop the Deliverables.

SECTION 2. COMPENSATION
2.1

Subject to the terms and conditions of the Agreement, PSE will pay Supplier the
compensation described in the applicable SOW as full compensation for the satisfactory
performance of the Services and delivery of the Deliverables.
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2.2

Supplier will submit invoices to PSE as specified below, as applicable, via the submission
method specified in the applicable SOW. Each invoice must reference the SOW number.
Supplier will provide any supporting documents as reasonably requested by PSE.
a.

Any amounts payable for time and material Services rendered during a calendar
month must be submitted within thirty (30) days after the end of such calendar month.
Each invoice must set forth a detailed description of the Services performed in such
period and the dates and number of hours spent by Supplier’s personnel in performing
such Services.

b.

Deliverable-based invoices must be submitted within thirty (30) days after PSE’s
Acceptance (as defined in Section 3.7) of the applicable Deliverable, and must include
a detailed description of the accepted Deliverable.

c.

All invoices must include an itemization of reimbursable expenses incurred in
connection with the Services performed or Deliverable(s) delivered, as pre-approved
by PSE in writing.

PSE reserves the right to reject any invoice submitted more than ninety (90) days after
completion of the applicable Services, Acceptance of the applicable Deliverable, or
incurrence of the otherwise reimbursable expense.
2.3

Any sales, service, use, consumption or other similar taxes imposed upon the Services
must be separately itemized and added to each invoice unless PSE provides Supplier with
appropriate evidence of a tax exemption claimed for the relevant jurisdiction(s). In no
event will PSE be obligated to pay or reimburse Supplier for any taxes based on Supplier’s
net income, gross receipts or property, or for withholding and payroll taxes with respect to
any wages or other compensation payable to Supplier’s personnel.

2.4

PSE will pay each of Supplier’s invoices, submitted in accordance with this Section 2,
within sixty (60) days after PSE’s receipt and verification thereof; provided, however, that
if PSE elects to pay Supplier’s invoices within ten (10) days after PSE’s receipt thereof,
Supplier agrees that a 2% discount from the invoice pricing will apply. If PSE disputes any
portion of an invoice it may withhold payment in respect of such disputed amount, provided
it pays the undisputed portion of the invoice within 60 days. PSE will be entitled to set-off
any amount due and payable by it from and against amounts held to the credit of Supplier
on any account, whether under the Agreement or otherwise. This is without prejudice to
any other rights or remedies available to PSE under the Agreement or otherwise.

2.5

No payment by PSE will constitute acceptance of, or a waiver of PSE's rights with respect
to, any Services or any Deliverable not performed or delivered in accordance with the
terms of the Agreement.

SECTION 3. PERFORMANCE BY SUPPLIER
3.1

Supplier will not subcontract, or use any third-party vendor for, any Services except for
those third-party vendors set forth in the applicable SOW (the “Subcontractors”). Any
failure to abide by the preceding sentence will constitute a material default of the
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Agreement and will immediately entitle PSE to terminate this MSA, any underlying SOW,
or both. At PSE’s request, Supplier will provide to PSE documentation related to a
proposed subcontractor’s qualifications to perform the Services. If Supplier subcontracts
Services, Supplier will be responsible for Subcontractor’s compliance with the Agreement
and performance hereunder. PSE may require Supplier to remove or replace any
Subcontractor whose performance is deemed unacceptable by PSE in its sole discretion.
3.2

The Parties acknowledge and agree that Supplier will at all times be an independent
contractor. The Agreement will not create the relationship of employer and employee, a
partnership, joint venture, or other relationship between PSE and Supplier. Supplier will
have no authority to bind, obligate, or commit PSE by any promise or representation
without the prior written consent of PSE.

3.3

Supplier will perform the Services and deliver the Deliverables, if any, as specified in the
applicable SOW. In performance of the Services, including, where applicable,
development of the Deliverables, Supplier will: (a) conform to the highest commercial
standards accepted in the Supplier’s industry; (b) maintain complete and accurate records
relating to the provision of the Services, including, if applicable, records of the time spent
and materials used by Supplier or its Subcontractors in providing the Services (“Books
and Records”). Supplier represents and warrants that: (y) PSE will receive good and
marketable title to all Deliverables, free and clear of all encumbrances and liens of any
kind; and (z) to Supplier’s knowledge, none of the Services, Deliverables, and PSE’s use
thereof, infringe, or will infringe, any Intellectual Property Rights (as defined in Section 6.1)
of any third party. Supplier will conduct (and will cause all Subcontractors to conduct)
general employer screening background checks on all personnel engaged to perform
under the Agreement, and will, if requested by PSE, certify compliance.

3.4

Supplier will fully cooperate with PSE and coordinate its performance of the Services with
related work to be performed by PSE or third parties. If any Services depend upon the
results of work to be performed by PSE or others, Supplier will, prior to commencing such
Services, notify PSE of any actual or apparent deficiencies or defects in such other work
that render such other work unsuitable for performance of the Services.

3.5

Supplier will not hire any employee of PSE to perform any of the Services. Supplier will
employ persons to perform the Services who are fully experienced and properly qualified,
and do not have disqualifying factors resulting from a background check as referenced in
Section 3.3 of this MSA. In certain circumstances Supplier may be required to, and will
agree to, assign performance of the Services to certain key personnel specifically listed in
an SOW. In such event, Supplier will not (for so long as these individuals remain in
Supplier’s employ) reassign or remove any such individual from working under the SOW
without PSE’s prior written consent. If any such individual leaves Supplier’s employ or,
with PSE’s approval, is reassigned or removed by Supplier, Supplier will replace such
individual with personnel approved by PSE in writing.

3.6

Supplier will promptly pay all Subcontractors and promptly secure the discharge of any
liens asserted by Subcontractors. Supplier will furnish to PSE such releases of claims
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and other documents as may be requested by PSE to evidence such payment and
discharge.
3.7

Acceptance of each of the Deliverables (“Acceptance”) will be determined in accordance
with the Acceptance procedures set forth in the applicable SOW. If no Acceptance
procedure is set forth in the SOW, then Acceptance will be deemed to have occurred
fourteen (14) calendar days after receipt of a Deliverable, unless PSE has notified Supplier
of nonconformance with the specifications or other requirements of the SOW. In order for
“Acceptance” to have occurred, Supplier must provide PSE an acceptance form in
substantially the form provided by PSE, clearly identifying the Deliverable(s) by name, the
date of delivery (which must be no earlier than the date the form is delivered to PSE), and
including a space for comments by PSE and PSE’s acceptance signature.

SECTION 4. COMPLIANCE WITH LAWS
4.1

Supplier will comply, and will cause all Subcontractors to comply, with all applicable laws,
ordinances, rules, regulations, orders, licenses, permits (“Laws”) and other requirements,
now or hereafter in effect, of any governmental authority that are applicable to Supplier or
the performance of the Services (including such requirements as may be imposed upon
PSE and applicable to the Services). Supplier will furnish such documents as may be
required to effect or evidence such compliance by Supplier or any applicable
Subcontractor.

4.2

Supplier will at all times during the Term comply with the terms of PSE’s Responsible
Supplier and Contractor Guidelines (“Contractor Guidelines”), which is available at
https://www.pse.com/pages/contractors-and-suppliers/responsible-supplier-andcontractor-guidelines as well as other supplier policy, guideline or other documentation
PSE institutes from time to time, each of which is incorporated herein and made a part of
the Agreement as if fully set forth herein.

4.3

Supplier will not, and will ensure that its Subcontractors will not, directly or indirectly, offer,
promise, authorize or give anything of value to a government official, a political party, a
candidate for political office or any other person connected to a government in any way,
or authorize the giving of anything of value to a government official, a candidate for political
office, or any other person connected to a government in any way, for the purposes of:
(a) influencing an act or decision of that government official (including a decision not to
act) in connection with PSE's business or in connection with Supplier's business with PSE;
or (b) inducing such a person to use his or her influence to affect any government act or
decision in connection with PSE's business or in connection with Supplier's business with
PSE. Supplier further warrants that neither it nor any of its Subcontractors have offered
or given, or will offer or give, any gifts or gratuities to PSE employees, agents, or
representatives for the purpose of securing the Agreement or securing favorable treatment
under the Agreement. In addition, Supplier will notify PSE immediately if any of its
employees, officers, or principals are officials or representatives of any government or are
candidates for such government positions. Any breach of this provision by Supplier or any
Subcontractor will constitute a material breach of the Agreement and will immediately
entitle PSE to terminate this MSA, any underlying SOW, or both.
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4.4

Except as may be restricted by Law or PSE’s security policies, PSE will grant Supplier
access to PSE’s premises or IT systems as necessary to perform the Services. Supplier
agrees and acknowledges that certain portions of PSE’s premises may have restricted
access and require prior authorization or a PSE designated escort to allow Supplier
access. If notified by PSE that access is restricted, Supplier will comply, and will cause
its Subcontractors to comply, with any required background checks in addition to those
required pursuant to Section 3.3, and drug and alcohol testing of employees. Any such
additional screening required under this Section 4.4 will be conducted at PSE’s expense.
Supplier understands that no work can begin under the Agreement until these
requirements have been met.

4.5

PSE has entered into the Agreement with Supplier based upon PSE's reasonable belief
that Supplier adheres to the strictest of ethical standards. In connection therewith,
Supplier has reviewed PSE's Corporate Ethics and Compliance Code at
http://www.pse.com/aboutpse/CorporateInfo/Pages/Our-Ethics.aspx.

SECTION 5. INSPECTION; EXAMINATION OF RECORDS
5.1

Supplier’s performance in connection with any Deliverables to be provided under any
SOW will at all times be subject to review by PSE, including a review of all Books and
Records related to such Deliverables. The making of (or failure or delay in making) any
inspection will not relieve Supplier of responsibility for performance of the Services,
including delivery of Deliverables, notwithstanding PSE’s knowledge of defective or
noncomplying Deliverables or Services. Supplier will provide PSE sufficient, safe, and
proper facilities and equipment for such inspection, and free access to such facilities.

5.2

During the Term and for a period of three (3) years thereafter, Supplier, upon PSE’s
request, will allow PSE or its representative to inspect and copy Supplier’s Books and
Records and interview Supplier’s representatives in connection with the performance
provision of the Services. PSE will provide Supplier with at least three (3) business days’
advance written notice of the planned inspection. Any such inspection will take place
during regular business hours and no more than once annually, except if irregularities are
discovered in which case PSE may audit more frequently.

SECTION 6. INTELLECTUAL RIGHTS AND CONFIDENTIAL INFORMATION
6.1

PSE will be the sole owner of all right, title, and interest in and to all Deliverables and all
other items authored, collected, conceived, reduced to practice, invented, created,
developed, discovered, made, or produced by Supplier in connection with the Services
(“Work Product”), together with any and all patent, copyright, trade secret, trademark, and
other intellectual property rights in any Work Product (“Intellectual Property Rights”). To
the extent applicable, PSE will be deemed to be the “author” of all Work Product and all
such Work Product will constitute “works made for hire” under the U.S. Copyright Act (17
U.S.C. §§101 et seq.) and any other applicable copyright law. Supplier hereby waives any
and all moral rights (including rights of integrity and attribution) in and to the Work Product.
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Without limiting the ownership of “works-made-for-hire” stated above, Supplier upon
receipt of payment for such Deliverables, assigns and transfers to PSE, without separate
compensation, all right, title, and interest (including all Intellectual Property Rights) that
Supplier may have or acquire in the Deliverables. Supplier will take such action (including
the execution, acknowledgment, and delivery of documents) as may be requested by PSE
to effect, perfect, or evidence PSE’s ownership of the Deliverables and Intellectual
Property Rights. Without limiting the foregoing, Supplier will obtain, at its expense, such
assignments to PSE from Supplier’s employees, agents, and Subcontractors as
necessary to effectuate PSE’s ownership rights in and to the Deliverables and Intellectual
Property Rights.
6.2

If Supplier or any Subcontractor uses, provides, or incorporates into any Deliverables any
pre-existing items or other tangible or intangible materials of any nature that are not
covered by Section 6.1, then PSE is hereby granted a worldwide, non-exclusive,
perpetual, irrevocable, royalty free, fully paid up, sub-licensable right to: (a) make, use,
copy, modify, and create derivative works of such items; and (b) publicly perform or
display, import, broadcast, transmit, distribute, license, or lend copies of such items (and
derivative works thereof).

6.3

Except to the extent the Deliverables contain Confidential Information of PSE (as defined
in Sections 6.4 and 6.5), Supplier reserves a permanent, non-assignable, non-exclusive,
royalty-free license to use in its performance of services for others any Intellectual
Property Rights licensed to PSE in Sections 6.1 and 6.2.

6.4

All non-public, confidential, or proprietary information of a Party (“Confidential
Information”) including information that, by the nature of the circumstances surrounding
the disclosure, reasonably would be considered proprietary or confidential, whether
disclosed orally or accessed in written, electronic, or other form or media in connection
with the Agreement is confidential and, with respect to PSE, PSE Information (as defined
below), is solely for the receiving Party’s use in performing under the Agreement. Such
Confidential Information may not be disclosed or copied unless authorized by the
disclosing Party in writing. Confidential Information does not include information the
receiving Party can prove: (a) was or becomes generally available to the public through
no breach of an obligation of confidentiality; (b) was already in the possession of the
receiving Party at the time it was received in connection with the Agreement without any
prior obligation of confidentiality; (c) was lawfully obtained by the receiving Party from a
third party without breach of an obligation of confidentially; or (d) was independently
developed by the receiving Party without use of or reference to any of the Confidential
Information. The receiving Party will: (x) maintain the other Party’s Confidential
Information in confidence; (y) use the Confidential Information exclusively for such Party’s
performance (or the performance of Subcontractors or third parties engaged by PSE) in
connection with any applicable SOW; and (z) will take all precautions necessary to prevent
the Confidential Information from being disclosed to any unauthorized third party.
Notwithstanding the foregoing, the receiving Party may disclose Confidential Information
to the limited extent required by applicable law or by order of a court of competent
jurisdiction; provided, however, that to the extent permitted by applicable law, the receiving
Party must promptly notify the disclosing Party in in writing in advance of such required
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disclosure and reasonably cooperate so that the disclosing Party may take appropriate
action to prevent or limit the scope of such required disclosure and protect its Confidential
Information.
6.5

“PSE Information” means: (a) any project, design, roadmap, and architecture plans of
PSE; (b) any personally identifiable information about persons or entities that Supplier
obtains from any source, whether disclosed orally or accessed in written, electronic, or
other form or media in connection with the Agreement, which concerns prospective and
existing customers or employees of PSE, or any third party PSE has a business
relationship with, including names, addresses, telephone numbers, e-mail addresses,
social security numbers, credit card numbers, call-detail information, purchase
information, product and service usage information, account information, credit
information and demographic information; and (c) any aggregate data created or derived
from the previously described personally identifiable information. In addition to those
disclosure and usage restrictions set forth in Section 6.4, Supplier: (y) will collect, access,
use, maintain, and disclose PSE Information solely for Supplier’s use in performing under
the Agreement; and (z) will not disclose PSE Information, whether or not it is publicly
available.

6.6

Supplier will return, or at PSE’s option destroy, any and all Confidential Information upon:
(a) expiration or earlier termination of this MSA, any underlying SOW, or both; or (b) upon
request by PSE. Upon PSE’s request, Supplier will certify in writing the completion of
such return or destruction.

6.7

Except as may be required by Law, neither Party will, without the prior written consent of
the other make any news release, public announcement, or place any advertisement or
similar communications (collectively, “promotional material”) stating that: (a) PSE and
Supplier have contracted for the products or Services specified in the Agreement; or (b)
have entered into any business relationship. Use of any PSE name, trademark, or service
mark in any promotional materials of Supplier requires PSE’s prior written approval, which
PSE may withhold in its sole discretion. In the event PSE approves the use of its name,
trademark, or service mark in any promotional materials of Supplier, all of the content must
be submitted to PSE’s Corporate Communications Department for review prior to each
publication.

SECTION 7. RELEASE, INDEMNITY AND HOLD HARMLESS
7.1

Supplier releases and will defend, indemnify, and hold harmless PSE, its subsidiaries and
affiliates, and each of their respective shareholders, directors, officers, employees,
representatives, and agents from and against any and all claims, costs, losses, liabilities,
damages, fines, and expenses of any nature (including reasonable attorneys’ fees and
costs) (“Losses”) arising out of or resulting from any claim of a third party, arising out of or
occurring in connection with:
(a)

the fault, negligence, professional error or omission, strict liability or product liability
of Supplier or any Subcontractor in connection with the Agreement;
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(b)

a lien asserted by any Subcontractor or any supplier or vendor of Supplier upon any
PSE property in connection with the Agreement;

(c)

infringement or misappropriation of any patent, copyright, trade secret, trademark,
or other Intellectual Property Right by any Deliverable or the Services;

(d)

an act, error, or omission of any Subcontractor that, if done by Supplier, would be a
breach or default under the Agreement; or

(e)

breach or default under the Agreement by Supplier.

Supplier’s indemnification of PSE will not be subject to the insurance coverage specified
in Section 8 and will not be capped at any limits of insurance required by the Agreement.
7.2

In connection with any action to enforce Supplier’s obligations under this Section 7, and
to the extent permitted by Law, Supplier waives any immunity, defense or protection under
any workers’ compensation, industrial insurance, or similar laws (including the Washington
Industrial Insurance Act, Title 51, of the Revised Code of Washington).

7.3

Supplier acknowledges that the foregoing provisions regarding indemnification and waiver
are an important part of the consideration for PSE to enter into the Agreement, and that
the foregoing waiver provision has been mutually negotiated.

SECTION 8. WORKERS’ COMPENSATION AND INSURANCE
8.1

At all times during the Term, Supplier will procure and maintain, at its sole cost and
expense, insurance with provisions, coverages, and limits as specified below, and will
require all Subcontractors providing the Services on its behalf to maintain such insurance
as applicable to their performance in connection with the Agreement. Supplier will maintain
the insurance and coverages described herein in full force and effect at all times: (i) until
all of Supplier’s obligations under the Agreement have been fully performed and all
operations of Supplier have been completed; and (ii) in the case of completed operations
and product liability, professional liability, and any "claims made" umbrella or excess
insurance, until the expiration of three (3) years after the end of the Term, through
continued policy renewals or purchase of “tail coverage.”
a. Workers Compensation and Employer’s Liability. With respect to all persons
performing the Services, Statutory workers’ compensation benefits as required for
all employees by Title 51 of the Revised Code of Washington and Employer’s
Liability Insurance, including Occupational Disease coverage, in the amount not
less than $1,000,000 for bodily injury by accident, $1,000,000 for bodily injury by
disease, and $1,000,000 in the aggregate. Such insurance must provide coverage
for all persons employed by Supplier who will be performing any aspect of
performance of Supplier hereunder.
b. Commercial General Liability Insurance. On an occurrence-basis, with limits of no
less than $1,000,000 per occurrence, $2,000,000 in the aggregate for
products/completed operations, and $2,000,000 in the aggregate. The policy will
be written on an occurrence basis on a form no less broad than ISO CG 0001 04
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13 and will provide coverage for, but not limited to, premises and operations,
products and completed operations, independent contractors, personal and
advertising injury, medical expenses, broad form property damage, and blanket
contractual coverage.
c. Automobile Liability Insurance. Covering all owned, hired and non-owned vehicles
to be used in the performance of the Services in an amount no less than
$1,000,000 per occurrence combined single limit for bodily injury (including death)
and property damage (including loss of use).
d. (OPTIONAL for smaller contracts with low liability risk) Umbrella (Excess)
Liability Insurance in excess of the insurance in Sections 8.1(b) and (c). Such
coverage will follow the terms of and provide coverage at least as broad as the
underlying policies, with limits of not less than $4,000,000 per occurrence and
$4,000,000 in the aggregate.
e. (OPTIONAL for contracts with privacy or tech liability risk – i.e. network
access, SAS, etc.) Professional Liability. Technology Errors & Omissions and
Privacy Liability insurance, including coverage for liabilities arising from errors,
omissions, or negligent acts in rendering or failing to render computer or
information technology services and technology products, and also including
coverage for violation of software copyright. The policy will also insure: (1) loss,
disclosure and theft of data in any form; (2) media and content rights infringement
and liability, including software copyright infringement; and (3) network security
failure, including but not limited to, denial of service attacks and transmission of
malicious code. Technology services should cover liabilities, punitive damages,
and claim expenses arising from acts, errors, and omissions, in rendering or failing
to render all Services and in the provision of all Deliverables in the performance of
the Agreement. Coverage must include data breach regulatory fines and penalties,
the cost of notifying individuals of a security or data breach, the cost of credit
monitoring services, and any other causally-related crisis management expense
for up to one (1) year. Coverage will contain severability for the insured
organization for any intentional act exclusions. This coverage will contain a
retroactive date no later than the Effective Date of this MSA with limits of not less
than $5,000,000 per claim and $5,000,000 in the aggregate.
f.

8.2

(or; OPTIONAL for contracts involving professional services – legal,
engineering, design, etc.) Professional Liability. Professional liability insurance
providing coverage for any negligent acts, errors, or omissions of Supplier in the
performance of Services with a retroactive date that is no later than the Effective
Date of this MSA with limits of not less than $2,000,000 per claim and $2,000,000
annual aggregate.

Prior to performing any Services and within ten (10) days after execution of this MSA, (OR
- FOR LOW RISK: upon PSE’s request,) Supplier shall furnish PSE with a certificate of
insurance and copies of relevant endorsements demonstrating the insurance required in
Section 8.1. Subject to Section 8.3(f), within thirty (30) days after any renewal, material
modification, or any notice of termination, cancellation, or expiration of any policy of
insurance required under the Agreement, Supplier will deliver to PSE a certificate of
insurance with respect to any replacement policy. If requested by PSE, Supplier will
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provide PSE a copy of any policy of insurance required to be maintained under this Section
8, including all endorsements thereto.
8.3

All policies of insurance required under this MSA must:
(a)

be placed with an insurance carrier maintaining an AM Best rating of at least A- VII
and licensed to do business under the laws of the State of Washington;

(b)

with the exception of workers’ compensation, employer’s liability, and professional
liability insurance, be endorsed to name PSE, its subsidiaries and affiliates, and each
of their respective shareholders, directors, officers, employees, representatives, and
agents (the “Owner Parties”) as additional insureds;

(c)

with the exception of workers’ compensation, employer’s liability, and professional
liability insurance, state that the “Insured v. Insured” exclusion does not preclude
coverage if an additional insured brings a claim against the named insured;

(d)

be primary insurance with respect to the interests of the Owner Parties; any
insurance or self-insurance maintained by any of the Owner Parties will be excess
and non-contributory insurance with respect to the insurance required herein;

(e)

include a provision providing a waiver of the insurer’s right to subrogation against
each of the Owner Parties. To the extent permitted by its policies of insurance,
Supplier hereby waives all rights of subrogation against each of the Owner Parties;

(f)

with the exception of workers’ compensation, employer’s liability, and professional
liability insurance, apply severally and not collectively to each insured against whom
any claim is made or suit is brought, except that the inclusion of more than one
insured shall not operate to increase the insurance company’s limits of liability as set
forth in the insurance policy; and

(g)

provide that the policies will not be canceled or their limits reduced or restricted to a
level below the requirements of this Section 8 without giving at least thirty (30) days’
prior written notice to the Procurement Department of Puget Sound Energy, Inc., PO
Box 97034, (BOT-01O) Bellevue, WA 98009-9734.

8.4

Supplier will be solely responsible for any premium, deductible, self-insured retention, and
similar self-insurance mechanism amounts contained in its insurance program and for any
deficiencies in the amounts of insurance maintained. Supplier will have no right to call
upon or seek contribution from the Owner Parties for deductibles, self-insured retentions,
similar self-insurance mechanisms, or insurance premiums associated with policies of
insurance required in this MSA. Any deductible, self-insured retention, or similar selfinsurance mechanism greater than $50,000 requires PSE’s prior written approval.

8.5

The requirements of this MSA as to insurance and acceptability to PSE of insurers and
insurance to be maintained by Supplier are not intended to and will not in any way limit or
qualify any other obligation of Supplier under the Agreement. Supplier will be held
accountable for all insurance coverage, including that of any Subcontractors hired by
Supplier. Insurance will be independent of the indemnity provisions of this MSA, and
insurance hereunder is not designed solely to guarantee payment of Supplier’s indemnity
obligations. The limits of liability set out in this Section 8 may be increased or decreased
by mutual consent of the Parties, which consent will not be unreasonably withheld by either
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Party, in the event of any factors or occurrences, including changes in work scope,
substantial increases in the level of jury verdicts or judgements, or the passage of state,
federal, or other governmental compensation plans, or Laws that would materially
increase or decrease Supplier’s and/or PSE’s exposure to risk.
8.6

Supplier will comply with all OSHA Recordkeeping and injury reporting requirements.
Supplier will report to PSE within 24 hours any OSHA recordable injuries that occur while
performing work on behalf of PSE. A “recordable injury” includes any injury that results in
treatment beyond first aid, restricted workdays, and/or lost workdays. Supplier must
provide the following details via email to safety@pse.com: Supplier’s formal legal name,
date and location of incident, a short description of the incident, and whether the
recordable injury includes one or more lost workdays (not including the date of injury).

SECTION 9. CHANGES
9.1

Subject to Section 9.2, PSE may at any time by written notice thereof to Supplier, without
liability or penalty, modify any Services as defined in any SOW (including additions to or
deletions from any Services, suspension of performance and changes in the schedule,
and location of performance) with or without cause effective immediately or as otherwise
specified in such notice.

9.2

If any change under Section 9.1 would result in an increase or decrease in Supplier’s cost
for performance of the Services or delivery of the Deliverables, the Parties will follow the
change procedure set forth in the applicable SOW.

SECTION 10. WARRANTIES
10.1

Supplier warrants that all Services will be performed in a professional manner with
professional skill and care and in compliance with the terms and conditions of the
Agreement.

10.2

Each Party warrants to the other that: (a) it has full power and authority to enter into and
to perform its obligations under the Agreement; (b) the Agreement does not violate any
Law or breach any other agreements to which it is a party or is otherwise bound; and (c)
it will comply with all Laws in performing its obligations under the Agreement.

10.3

EXCEPT AS EXPRESSLY SET FORTH IN THE AGREEMENT AND TO THE MAXIMUM
EXTENT PERMITTED BY APPLICABLE LAWS, NEITHER PSE NOR SUPPLIER MAKES
ANY OTHER WARRANTIES WITH RESPECT TO THE AGREEMENT, WHETHER
WRITTEN, ORAL, EXPRESS OR IMPLIED, AND EACH PARTY EXPRESSLY
DISCLAIMS ALL OTHER WARRANTIES, INCLUDING ANY IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE OR USAGE OF
TRADE, WITH RESPECT TO THE AGREEMENT.

SECTION 11. TERMINATION
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11.1

PSE may at any time, by written notice thereof to Supplier, terminate this MSA, any
underlying SOW, or both, as to all or any portion of the Services not then performed,
whether or not Supplier is then in breach or default. Upon receipt of any such notice of
termination Supplier will, except as otherwise directed by PSE, immediately stop
performance of the Services to the extent specified in such notice and deliver to PSE any
work in process or Deliverables, regardless of their level of completion.

11.2

In the event of termination pursuant to Section 11.1 for PSE’s convenience, upon PSE’s
review and approval of a fully supported invoice to be submitted within thirty (30) days
after the date of termination, an equitable adjustment will be made in the compensation
payable to Supplier under the Agreement, provided that such compensation as so
adjusted will in no event exceed a percentage of the total compensation otherwise payable
under the Agreement equal to the percentage of the Services satisfactorily completed,
including Deliverables delivered, at the time of termination. Further, Supplier will not be
entitled to any reallocation of cost, profit or overhead. Supplier will not in any event be
entitled to anticipated profit on Services not performed on account of such termination.
Supplier must use its best efforts to minimize the compensation payable under the
Agreement in the event of such termination.

11.3

The obligations of the Parties under Sections 5, 6, 7, 8, 10, 11, and 12, and all provisions
of the Agreement that may reasonably be interpreted or construed as surviving the
completion, termination, expiration, or cancellation of the Agreement will survive the
completion, termination, expiration, or cancellation of the Agreement.

SECTION 12. MISCELLANEOUS
12.1

Any notice, request, designation, direction, statement, or other communication under the
Agreement must be made in writing and delivered by courier or registered or certified mail,
return receipt requested, postage paid to the addresses for legal notices in the signature
block hereunder. Notices related to SOWs will be sent via email to the Parties’ contacts
identified in the applicable SOW (with a hard copy to the legal notice recipient if
appropriate), return receipt requested. All notices will be effective upon receipt. Either
Party may change its address by giving the other Party notice of such change in
accordance with this Section 12.1.

12.2

Supplier may not (by contract, operation of law, or otherwise) assign, transfer, delegate,
or subcontract any of its rights or obligations under the Agreement without the prior written
consent of PSE. For the purposes of the foregoing, any transfer of a controlling interest
in Supplier (e.g., by a transfer of securities or otherwise) will not be deemed an assignment
of the Agreement. Any purported assignment or delegation in violation of this Section 12.2
will be voidable at PSE’s option. No such assignment will relieve Supplier from any of its
obligations hereunder. The Agreement is binding on and inures to the benefit of the
Parties and their successors and permitted assigns.

12.3

No waiver by any Party of any of the provisions of the Agreement will be effective unless
explicitly set forth in writing and signed by the Party so waiving. Except as otherwise set
forth in the Agreement, no failure to exercise, or delay in exercising, any right, remedy,
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power, or privilege arising from the Agreement will operate or be construed as a waiver
hereof, will any single or partial exercise of any right, remedy, power, or privilege
hereunder preclude any other or further exercise thereof or the exercise of any other right,
remedy, power, or privilege.
12.4

No Party will be liable or responsible to the other Party, nor be deemed to have defaulted
under or breached the Agreement, for any failure or delay in fulfilling or performing any
term of the Agreement (except for any obligations to make payments to the other Party
hereunder), when and to the extent such failure or delay is caused by or results from the
following (each, a “Force Majeure Event”): (a) acts of God; (b) epidemic, flood, fire,
earthquake, or explosion; (c) war, invasion, hostilities (whether war is declared or not),
terrorist threats or acts, riot, or other civil unrest; (d) government order or law; (e) actions,
embargoes, or blockades in effect on or after the date of the Agreement; (f) action by any
governmental authority; (g) national or regional emergency; (h) strikes, labor stoppages
or slowdowns, or other industrial disturbances; or (i) shortage of adequate power or
transportation facilities. The affected Party must give notice to the other Party (“FME
Notice”) within twenty-four (24) hours of the Force Majeure Event, stating the period of
time the occurrence is expected to continue. The affected Party must use diligent efforts
to end the failure or delay and ensure the effects of such Force Majeure Event are
minimized, and will resume performance of its obligations as soon as reasonably
practicable after the removal of the cause. Notwithstanding anything herein to the contrary,
PSE will not be liable for payment for any Services or Deliverables it does not receive due
to a Force Majeure Event affecting Supplier's performance of its obligations under the
Agreement.

12.5

Each Party acknowledges and agrees that a breach or threatened breach by a Party of
any of its obligations under Section 6 would give rise to irreparable harm to the other Party
for which monetary damages would not be an adequate remedy. In the event of such
breach or threatened breach the non-breaching Party will, in addition to all other rights
and remedies that may be available to it at law, at equity, or otherwise, be entitled to
equitable relief (including injunctive relief or specific performance) without posting bond in
addition to any other available remedies, including damages. In any litigation concerning
a breach of Section 6, the prevailing Party will be entitled to recover all reasonable
expenses of litigation, including reasonable attorney fees at trial and on any appeal.

12.6

Except as otherwise specifically stated in the Agreement, the rights and remedies of a
Party set forth in any provision of the Agreement are in addition to and do not in any way
limit any other rights or remedies afforded to that Party by any other provision of the
Agreement, or by law.

12.7

This MSA together with any related exhibits and SOWs set forth the entire agreement and
supersedes any and all prior and contemporaneous oral or written communications,
understandings and agreements with regard to the Services and development of the
Deliverables, including, for the avoidance of doubt, any confidentiality agreement between
the Parties. In the event of a conflict between this MSA and any SOW, the terms of this
MSA will prevail unless an SOW expressly provides that certain provisions therein will
control over certain specified provisions in this MSA. In the event of a conflict between this
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MSA and a Security Addendum, the terms of the Security Addendum will govern except
that the confidentiality provisions in the Security Addendum are intended to supplement
the confidentiality and security obligations of Supplier as set forth in this MSA. No
amendment or modification of any provision of the Agreement will be valid unless set forth
in a written amendment signed by the Parties.
12.8

If any term or provision of the Agreement is found by a court of competent jurisdiction to
be invalid, illegal, or unenforceable, such invalidity, illegality, or unenforceability will not
affect any other provision hereof or invalidate or render unenforceable such provision in
any other jurisdiction.

12.9

Neither Party will commence or prosecute any action, suit, proceeding, or claim arising
under or by reason of the Agreement other than in the state and federal courts sitting in
King County, Washington. The Parties hereby irrevocably consent to the jurisdiction of
the courts of the State of Washington with venue laid in King County, Washington and of
the U.S. District Court for the Western Division District of Washington in Seattle,
Washington.

12.10 The Agreement will be construed as if prepared by the Parties. Accordingly, any rule of
law or legal decision that would require interpretation of any ambiguities in the Agreement
against the Party that has drafted it is not applicable and is waived. The Agreement will
be interpreted, construed and enforced in accordance with the laws of the State of
Washington without reference to its choice of law rules.
12.11 The headings used in the Agreement are for convenience and ease of reference only and
will not be used to construe, interpret, expand or limit the terms of the Agreement. The
words “include,” “includes,” and “including” are to be read as if they were followed by the
phrase “without limitation.” This MSA, any underlying SOW, or both may be executed in
one or more counterparts, each of which will be deemed an original, and all together will
constitute the Agreement in its entirety. Notwithstanding anything to the contrary in
Section 12.1, a signed copy of this MSA or any underlying SOW or Security Addendum,
or any amendment thereto, delivered by facsimile, email, or other means of electronic
transmission is deemed to have the same legal effect as delivery of an original signed
copy.
--Signature page follows—

____________________________________________________________________________________________
Master Services Agreement No.
Page 14 of 38
Updated: 09252020

147572079.10

Intending to be legally bound, PSE and Supplier have caused their duly authorized
representatives to execute this Master Services Agreement in the space provided below.
PSE:
Puget Sound Energy, Inc.

Supplier:
_________________________________

By:

By:

Printed Name:

Printed Name:

Title:

Title:

Date:

Date:

Address for Legal Notices:
Puget Sound Energy, Inc.
Attn: Procurement
PO Box 97034, (BOT-01G)
Bellevue, WA 98009-9734

Address for Legal Notices:
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EXHIBIT A
STATEMENT OF WORK
STATEMENT OF WORK
No.
This Statement of Work No. _____ (“SOW”) adopts and incorporates by reference the terms and
conditions of the [governing agreement name and Number] dated as of [date], (“MSA”), as it may
be amended from time to time, between [formal vendor name (“Supplier”), and Puget Sound
Energy, Inc. (“PSE”). This SOW is effective as of the date of the last signature below (“Effective
Date”) and will remain in effect until ____ unless earlier terminated in accordance with the MSA.
Transactions performed under this SOW will be conducted in accordance with and be subject to
the terms and conditions of this SOW and the MSA. Capitalized terms used but not defined in
this SOW shall have the meanings set out in the MSA.
PROJECT DESCRIPTION
Scope

Supplier will perform the following Services:
a.
b.
c. Deliver the Deliverables as set forth in Section 2.

For purposes of clarity, if a particular action, function, or responsibility is not specifically
described herein, but is reasonably required for the proper performance and provision
by Supplier or is an inherent part of or a necessary sub-task included within the
Services, such action, function or responsibility will be considered to be a part of the
Services hereunder.
1.1.2 PSE will be responsible for the following activities:
a.
b.
The work schedule (e.g., Deliverable/milestone due dates) and specifications for
Services and/or Deliverables will be as identified herein or as otherwise mutually
agreed and documented during the term of the SOW.
Location
Services will be performed at PSE’s offices in [city], Washington, or at such other
location(s) as otherwise agreed between the Parties.

Master Services Agreement No.
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Remote access to PSE’s systems is not required. Any access to PSE’s facilities
and/or systems will be in compliance with the MSA (including the Information Security
Requirements Addendum, if applicable), and PSE’s then-current security policies and
procedures.
Services Term
Services are estimated to begin on <date> and complete by <date>.
Assumptions
The following assumptions were used in the development of this SOW:
a.
b.
Supplier Personnel
a. All of the following key personnel assigned to this SOW by Supplier will remain
working under the SOW throughout its term (for as long as they remain employed
by Supplier).
Role

Key Personnel Name Office # Mobile # e-mail

b. Other Supplier resources assigned to this SOW include:
Role

Responsibilities Qualifications

c. The following are approved Subcontractors as permitted under Section 3.1 of the
MSA:
Subcontractor

Role

d. NERC-CIP certification is/is not required for SOW resources.
DELIVERABLES
Deliverables; Milestones
In connection with the Services specified in Section 1.1.1, Supplier will provide the
following Deliverables:
a.
____________________________________________________________________________________________
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b.
Deliverables completed in the same time period or for the same phase may be
grouped into “Milestones” for purposes of Deliverable Acceptance and invoicing.
Deliverable Acceptance Process
Deliverables will be reviewed or approved by PSE in accordance with the following
process:
a.

Supplier will submit a completed Deliverable or Milestone and a copy of the
“Deliverable Acceptance Form” (attached hereto as Exhibit A) to the PSE
Contact identified in Section 5 (unless otherwise identified by PSE). The PSE
Contact will conduct a review to determine the Deliverables’ conformance with
the SOW specifications. Upon completion of this review the PSE Contact will
complete the Deliverable Acceptance Form indicating acceptance or rejection,
and will return the Deliverable Acceptance Form to Supplier.

b.

If a Deliverable is neither accepted nor rejected within ten (10) business days,
the Deliverable will be deemed to have been accepted by PSE without change
or comment. PSE may also request an extension to the acceptance period,
which will not be unreasonably withheld.

c.

If PSE rejects a Deliverable, PSE will provide Supplier with a written description
of the reason for rejection on the Deliverable Acceptance Form. If the identified
discrepancies are mutually agreed to be within the Project specifications,
Supplier will rework the Deliverable at its sole cost, as necessary to achieve its
conformance with the specifications. If the discrepancies are mutually agreed to
be outside the specifications, PSE will either accept the Deliverable as-is or
request a change order. If the Parties cannot come to an agreement regarding
the discrepancies, the issue will be elevated to their respective management
teams to discuss the Deliverable and SOW specifications in detail and in good
faith.

PRICING
SOW Pricing Table
The table below includes all costs to be paid by PSE in connection with the performance of
the Services. All costs are based on the scope and assumptions included in this SOW. The
grand total amount shown below will not be exceeded except as specified in Section 4.1.
[CHOOSE ONE:]
Time & Materials Table
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Resource Category

Not to Exceed
Hours

Hourly Rate

Extended
(Hours x Rate)

Subtotal
Estimated Expenses
Grand Total (Not to Exceed)
Time & Materials costs to be invoiced within 30 days after the end of each calendar month
for any amounts payable for Services rendered during such month.
Fixed Fee Table
If applicable, all Deliverables within a Milestone must be listed individually below, with pricing
shown per Deliverable, and total cost per Milestone.
Milestone
#

Deliverable

Fixed Fee

Total
Estimated Expenses
Grand Total (Fixed Fee, Not to Exceed)
Fixed fees to be invoiced within 30 days of PSE’s written acceptance of the applicable
Deliverable or of all Deliverables within a Milestone.
Payment Terms; Invoicing
a. Payment terms will be as specified in the MSA.
b. Invoices will be submitted as follows:
i. if Supplier has established an Ariba trade relationship with PSE, Supplier

will submit an electronic invoice and any other supporting documentation
via the Ariba Network eProcurement portal; or

ii. if Supplier is not enabled to transact with PSE in Ariba, Supplier will email the
invoice referencing this SOW number to the PSE Contact identified below.
Expenses [CHOOSE ONE:]
No Supplier expenses are authorized under this SOW.
Reasonable pre-approved travel expenses in support of the SOW will be invoiced with
the associated Services or Deliverables, with no-markup and submitted with receipt
documentation for any expenses over $50.00.
PROJECT MANAGEMENT
Project Change Management Procedure
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In the event a change is identified that affects the scope, timeline, or cost of the Services
or Deliverable(s), Supplier will determine, at its expense, any schedule and cost
adjustments and submit a change request to the PSE Contact for review. Approved
changes will be executed by the Parties as a “Change Order” to this SOW [and will be
updated in the project plan. Change requests will be logged, tracked, and reported in
status reports and at meetings.] No performance against the modified scope can take
place prior to the execution of the applicable Change Order.
Criteria for Change
The following identifies the criteria for a change request:
a. If the time period for Services performance or if the requirements for Deliverables
exceed those stated herein; or
b. A deviation of any item listed in the “Assumptions” section.
Communication; Engagement
Supplier will provide prompt notice of any risk or issue that has the potential to
jeopardize the SOW’s success, and will participate as appropriate and requested in
actions to mitigate the risk.
Supplier will perform cooperatively with any and all PSE resources or third parties with
respect to the SOW.
Supplier will track status of all SOW documentation including the Deliverable approval
process and status.
CONTACT INFORMATION
PSE Contact:
Name:
Role:
Office:
Mobile Phone:
Email:
Address for Notice: (name and email)

Supplier Contact:
Name:
Role:
Office:
Mobile Phone:
Email:
Address for Notice: (name and email)

PSE Invoice Contact:
(if different from above):
Name:
Role:
Office:
Mobile Phone:
Email:
Notices related to this SOW will be sent to the contacts shown above, with a copy to the
Parties’ legal notices contact if applicable. Either Party may modify the contacts shown
above by providing written notice to the other Party (where email will suffice).
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--Signature Page Follows--
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AUTHORIZATION
Intending to be legally bound, PSE and Supplier have caused their duly authorized
representatives to execute this Statement of Work in the space provided below.

PSE/Accepted and Agreed:
Puget Sound Energy, Inc.

Supplier/Accepted and Agreed:
_________________________________

By:

By:

Printed Name:

Printed Name:

Title:

Title:

Date:

Date:
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EXHIBIT A - DELIVERABLE ACCEPTANCE FORM
By submission of this Deliverable Acceptance Form, Supplier:
•

requests PSE’s review of the Deliverables described below, which Supplier represents are
complete, on time, and on budget in accordance with the SOW (if Deliverables are not on time
and on budget, details are provided in the “Remarks” section below);

•

requests the right to invoice for associated payment(s), if applicable; and

•

certifies that any Subcontractors used in connection with these Deliverables have been paid
or will be paid in accordance with the agreement between such Subcontractor and Supplier.

Name of Deliverable

Version

Accept/Reject

Supplier Remarks:

PSE Reviewer’s Comments:
Acceptance
By signing this Deliverable Acceptance Form, the PSE SOW Contact is authorizing Supplier to
invoice for the Deliverable(s) above (if applicable). This Deliverable Acceptance Form is issued
and executed pursuant to the terms and conditions of the SOW under which these Deliverables
were created and the corresponding MSA, by and between Puget Sound Energy, Inc. and
Supplier.
Date:
Name, Title
[Company Name] (“Supplier”)

Date:
Name, Title
Puget Sound Energy, Inc.
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EXHIBIT B
SECURITY ADDENDUM-CONSULTANT
INFORMATION SECURITY REQUIREMENTS ADDENDUM
TO MASTER SERVICES AGREEMENT NO. _____________________
(Supplier / Consulting)
THIS INFORMATION SECURITY REQUIREMENTS ADDENDUM (“Security Addendum”) is by
and between Puget Sound Energy, Inc. (“PSE”) and the party identified in the signature block
below (“Supplier”), and supplements that certain <agreement type, #> between the Parties dated
________________ (“MSA”) and any statements of work, exhibits, orders, attachments, or
ancillary agreements thereto (together with the MSA, the “Agreement”) and is incorporated by
reference therein. PSE and Supplier may also be referred to herein individually as a “Party” or
collectively as the “Parties”. Terms defined in the MSA and not otherwise defined herein shall
have the meanings given those terms in the MSA.
This Security Addendum sets forth certain information security obligations and information
security activities to be performed by Supplier, and supplements the confidentiality and security
obligations of Supplier under the Agreement. In the event of any conflict between this Security
Addendum and the Agreement, this Security Addendum shall control solely to the extent of such
conflict.
1.

System Security and Data Backup

1.1.

Information Security
(a)

As used in this Security Addendum “PSE Confidential Information” means
“Confidential Information” and includes: (i) PSE Information as defined in the MSA;
and (ii) non-public PSE operational, business, and financial data, and PSE project,
design, roadmap, and architecture plans.

(b)

PSE makes PSE Confidential Information available to Supplier exclusively for the
necessary business purpose of fulfilling the Services. Supplier is prohibited from
collecting, selling, retaining, using or disclosing such PSE Confidential Information
for any purpose other than for those specific purposes stated in the Agreement.
Supplier is responsible for protecting the confidentiality, integrity and availability of
all PSE Confidential Information in its possession or control and for all Processing of
PSE Confidential Information. For purposes of this Security Addendum, the term
"Process", "Processed", or "Processing" means any operation or set of operations
which is performed on PSE Confidential Information by or for Supplier, whether or
not by automated means, such as the access, collection, use, storage, disclosure,
dissemination, combination, recording, organization, structuring, adaption,
alteration, copying, transfer, retrieval, consultation, disposal, restriction, erasure
and/or destruction of PSE Confidential Information. Supplier shall:

(c)

(i)

Process PSE Confidential Information solely in accordance with PSE's
documented instructions, including those set forth in this Security Addendum,
the MSA, and applicable Statement of Work; and

(ii)

Process PSE Confidential Information in accordance with all applicable laws,
rules, regulations, orders, ordinances, regulatory guidance, and industry selfregulations (collectively, "Applicable Law").

Supplier will implement and maintain physical and logical security controls to prevent
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unauthorized access, collection, storage, disclosure, misuse, re-identification,
damage or destruction of PSE Confidential Information in its possession or control,
including a documented information security program that complies with the
requirements of this Security Addendum ("Information Security Program"). Supplier
shall provide to PSE annually (beginning with the date of the Parties’ execution of
this Security Addendum) a current summarized description of its Information
Security Program, including documentation verifying the authenticity and integrity of
any software that will have access to PSE Confidential Information (e.g., patch
management program, testing, fingerprints, or cipher hashes). The Information
Security Program shall be available for review and audit by PSE upon request. The
Information Security Program and the security controls that cover Supplier’s
networks, systems, applications, technical services, and premises (collectively, the
"Supplier Systems") will be appropriate for the nature of the PSE Confidential
Information that Supplier Processes and will meet or exceed prevailing industry
standards. During the term of the Agreement, Supplier will comply with its
Information Security Program and will perform all of the security controls that are
required pursuant to this Section 1.1(c). Without limiting the foregoing, the
Information Security Program and such security controls will include, without
limitation:
(i)

Physical Security - maintaining physical security of all premises where PSE
Confidential Information will be Processed;

(ii)

Background Checks - taking reasonable precautions with respect to the
employment of personnel (including Subcontractor personnel, collectively the
“Support”) who have access to PSE Confidential Information, including
background checks and other measures as may be required under the
Agreement or Applicable Law. Background checks and security clearances
required for specific access privileges should be renewed on a reasonable
periodic basis or if any Support is suspected or recognized by Supplier or PSE
as a security risk;

(iii)

Training - training of Support on the proper use of data, computer systems, and
the importance of information security via the provision of training materials on
an annual basis;

(iv)

Access - restricting access to records and files containing PSE Confidential
Information to Support who need such information to perform their job duties;
encrypting of all PSE Confidential Information on laptops and other portable
devices; and encrypting of all records and files containing PSE Confidential
Information that will: (x) travel across public networks without secure
connections or VPN; (y) will be transmitted wirelessly; or (z) will be transmitted
outside of the secure Supplier Systems.
In addition, Supplier will ensure that Support who have access to PSE
Confidential Information comply with the terms and conditions of this Security
Addendum;

(v)

Monitoring - monitoring of Supplier Systems for unauthorized use of or access
to PSE Confidential Information;

(vi)

Testing - testing changes to Supplier Systems to ensure the security posture
of the system(s) and environments are not compromised by the change;
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(vii) Network Security - maintaining network and electronic security perimeter
controls to protect PSE Confidential Information;
(viii) Incident Response - taking appropriate corrective action; documenting and
training on how to respond to a logical or physical incident or event causing an
unexpected disruption in the Vendor’s ability to provide the Services to PSE or
impacting the confidentiality, integrity and availability of PSE Confidential
Information; and testing the plan on at least an annual basis;
(ix)

No Commingling of Data - maintaining all PSE Confidential Information so as
to be compartmentalized or otherwise logically separate from, and in no way
commingled with, other information of Supplier or its other customers;

(x)

Updates and Security Patches - maintaining Supplier Systems connecting to
the PSE network with current updates to remediate security vulnerabilities or
weaknesses identified to Supplier by OEM(s) or others, and applying security
patches in a timely manner;

(xi)

Anti-virus/anti-malware - ensuring that Supplier Systems are protected by antivirus/anti-malware software;

(xii) Records - maintaining complete and accurate user logs, access credential
data, records, and other information applicable to PSE network connection
access activities for at least 90 days; and
(xii) Data and Hardcopy Destruction - destroying (and certifying in writing such
destruction) any and all PSE Confidential Information upon the earlier of:
(A) any expiration or termination of the MSA; or (B) when no longer needed by
Supplier to fulfill its performance obligations under the Agreement; or (C) as
requested by PSE. Notwithstanding the immediately foregoing, certain PSE
records have regulatory requirements governing their retention periods with
which Supplier must comply. PSE will notify Supplier in writing of any
applicable requirements for the records Supplier is Processing hereunder, as
may be updated from time to time by PSE in writing. Supplier’s Processing of
PSE’s (fill in) mandates Supplier’s retention of these records for a period of
(fill in) years.
(d)

Supplier will notify PSE within 12 hours of when any Support should be restricted
from remote or onsite access to PSE Confidential Information. This includes
circumstances such as: (i) persons permitted access are no longer qualified to
maintain access; or (ii) Supplier’s employment of, or relationship with, any Support
is terminated for any reason.

(e)

1.2.
1.3

Supplier will not transfer, or cause to be transferred, any PSE Confidential
Information to any third party or from one jurisdiction inside the United States to
another jurisdiction outside of the United States without the prior written consent of
PSE in each instance.
Consultant will be provisioned with PSE network and information access, which must be
used exclusively in providing Services.
Audit
(a)

From time to time PSE, at its own expense, may conduct or engage an independent
third party to conduct (subject to such third party entering into a commercially
reasonable, mutually agreed upon non-disclosure agreement with Supplier), an
information security audit of the Supplier documentation of security controls
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described in Section 1.1(c).
(b)

If any audit conducted under (a) above reveals one or more material vulnerabilities,
Supplier will correct each such vulnerability at its sole cost and expense and will
certify in writing to PSE that it has corrected all such vulnerabilities. Supplier will
complete all vulnerability corrections within fifteen (15) business days of receipt of
the audit findings, unless the vulnerabilities by their nature cannot be corrected
within such time, in which case the corrections must be completed within a mutually
agreed upon time not to exceed sixty (60) days.

2.

Security Breach

2.1

Notice. Supplier shall notify PSE within 12 hours of any recognized, suspected, or
attempted physical or logical breach of the security of the Supplier Systems (each a
"Security Breach"), further subject to the following:

2.2

(a)

Recognized Security Breach involving PSE Confidential Information: 2 hours; and

(b)

Suspected Security Breach involving PSE Confidential Information: 4 hours.

Security Logs and Mitigating Controls. In the case of a suspected or recognized
Security Breach involving PSE Confidential Information, Supplier shall, upon PSE’s
request:
(a)

Promptly provide PSE with relevant security logs for PSE's own investigative
purposes and cooperate to the extent possible with PSE’s investigation; and

(b)

Promptly provide PSE with any known or suspected mitigating controls or patches
that PSE might implement to limit related cyber security risk.

2.3

Remediation. Supplier will take reasonable and appropriate steps to promptly stop and
remediate any Security Breach, and will cooperate with PSE's reasonable requests
regarding the breach.

2.4

Data Retention Practices. Upon recognizing a Security Breach, Supplier shall also, upon
PSE's request, modify its data retention practices as specified by PSE until ninety (90)
days after the breach is resolved.

2.5

PSE Contact Information. Supplier shall notify PSE’s IT Support Center (ITSC) at (425)
398-6020; subsequent contact shall be as mutually agreed.

2.6

PSE Security Breach. In the case of any recognized, suspected, or attempted physical
or logical breach involving the security of PSE systems that PSE reasonably suspects to
be related to Supplier Systems or the usage thereof, Supplier shall cooperate with PSE’s
investigation of such breach and provide PSE any mitigating controls or patches to limit
related cybersecurity risk.

3.

Cost
There shall be no additional cost to PSE for Supplier's performance of its obligations under
this Security Addendum.

4.

Miscellaneous

4.1

Subcontracting. Supplier will not subcontract or delegate the Processing of PSE
Confidential Information or the performance of its obligations under this Security
Addendum without the prior written consent of PSE. Supplier will remain fully responsible
for fulfillment of its obligations under this Security Addendum and will remain the primary
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point of contact regarding any Processing of PSE Confidential Information or the
performance of any of its obligations under this Security Addendum that have been
subcontracted or delegated.
4.2

Representation and Warranties. Supplier represents and warrants the following:
(a)

it has the full power and authority to enter into this Security Addendum and to
perform its obligations under this Security Addendum;

(b)

Supplier is not aware of any previous Security Breaches or, if a Security Breach has
occurred, Supplier has disclosed in writing each such Security Breach to PSE and
remedied all related security vulnerabilities and taken appropriate measures to
prevent similar Security Breaches from occurring again;

(c)

Supplier is not, and has not been, a party to any current, pending, threatened or
resolved enforcement action of any government agency, or any consent decree or
settlement with any governmental agency or private person or entity, regarding any
Security Breach or otherwise regarding privacy or information security, or if it has
been a party to any such enforcement actions, consent decrees or settlements, it
has disclosed in writing all such enforcement actions, consent decrees or
settlements to PSE and taken appropriate measures to comply with any
requirements imposed in connection therewith;

(d)

Supplier's Information Security Program complies with Applicable Law; and

(e)

Supplier is and will remain in compliance with all Applicable Law and will not, by an
act or omission, place PSE in breach of such laws.

4.3

Indemnification. Supplier will indemnify, defend and hold harmless PSE and its parent,
subsidiaries, affiliates, agents and suppliers, and their respective officers, directors,
shareholders and personnel, from and against any claims, suits, hearings, actions,
damages, liabilities, fines, penalties, costs, losses, judgments or expenses (including
reasonable attorneys’ fees) arising out of or relating to its failure to comply with this
Security Addendum.

4.4

Breach of Obligations. If Supplier can no longer meet its obligations under this Security
Addendum, it will immediately notify PSE in writing. Supplier will take reasonable and
appropriate steps to stop and remediate, and will cooperate with PSE's reasonable
requests regarding, any unauthorized Processing of PSE Confidential Information by
Supplier or Service Provider. A breach of any provision of this Security Addendum may
result in irreparable harm to PSE, for which monetary damages may not provide a
sufficient remedy, and therefore, PSE may seek both monetary damages and equitable
relief. Monetary damages for breach of the obligations in this Security Addendum are not
subject to any limitation of liability provision in the MSA. In the event Supplier breaches
any of its obligations under this Security Addendum, PSE will have the right to terminate
the Agreement or suspend Supplier’s continued Processing of any PSE Confidential
Information, without penalty, immediately upon written notice to Supplier.
Signature Page Follows
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Intending to be legally bound, PSE and Supplier have caused their duly authorized representatives
to execute this Security Addendum in the space provided below.
PSE:

Supplier:

Puget Sound Energy, Inc.

_________________________________
FOR PROCUREMENT USE ONLY

By: ___________________________

By: ______________________________

Printed Name: ___________________

Printed Name: _____________________

Title: __________________________

Title: _____________________________

Date: __________________________

Date: _____________________________
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EXHIBIT C
SECURITY ADDENDUM-HOSTED
INFORMATION SECURITY REQUIREMENTS ADDENDUM
TO MASTER SERVICES AGREEMENT NO. _____________________
(Supplier / Hosted)
THIS INFORMATION SECURITY REQUIREMENTS ADDENDUM (“Security Addendum”) is by
and between Puget Sound Energy, Inc. (“PSE”) and the party identified in the signature block
below (“Supplier”) and supplements that certain <agreement type, #> between the Parties dated
________________ (“MSA”) and any statements of work, exhibits, orders, attachments, or
ancillary agreements thereto (together with the MSA, the “Agreement”) and is incorporated by
reference therein. PSE and Supplier may also be referred to herein individually as a “Party” or
collectively as the “Parties”. Terms defined in the MSA and not otherwise defined herein shall
have the meanings given those terms in the MSA.
This Security Addendum sets forth certain information security obligations and information
security activities to be performed by Supplier, and supplements the confidentiality and security
obligations of Supplier under the Agreement. In the event of any conflict between this Security
Addendum and the Agreement, this Security Addendum shall control solely to the extent of such
conflict.
1.

System Security and Data Backup

1.1.

Information Security
(f)

As used in this Security Addendum “PSE Confidential Information” means
“Confidential Information” and includes: (i) PSE Information as defined in the MSA;
and (ii) non-public PSE operational, business, and financial data, and PSE project,
design, roadmap, and architecture plans.

(g)

PSE makes PSE Confidential Information available to Supplier exclusively for the
necessary business purpose of fulfilling the Services. Supplier is prohibited from
collecting, selling, retaining, using or disclosing such PSE Confidential Information
for any purpose other than for those specific purposes stated in the Agreement.
Supplier is responsible for protecting the confidentiality, integrity and availability of
all PSE Confidential Information in its possession or control and for all Processing of
PSE Confidential Information. For purposes of this Security Addendum, the term
"Process", "Processed", or "Processing" means any operation or set of operations
which is performed on PSE Confidential Information by or for Supplier, whether or
not by automated means, such as the access, collection, use, storage, disclosure,
dissemination, combination, recording, organization, structuring, adaption,
alteration, copying, transfer, retrieval, consultation, disposal, restriction, erasure
and/or destruction of PSE Confidential Information. Supplier shall:

(h)

(i)

Process PSE Confidential Information solely in accordance with PSE's
documented instructions, including those set forth in this Security Addendum,
the MSA, and applicable Statement of Work; and

(ii)

Process PSE Confidential Information in accordance with all applicable laws,
rules, regulations, orders, ordinances, regulatory guidance, and industry selfregulations (collectively, "Applicable Law").

Supplier will implement and maintain physical and logical security controls to prevent
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unauthorized access, collection, storage, disclosure, misuse, re-identification,
damage or destruction of PSE Confidential Information in its possession or control,
including a documented information security program that complies with the
requirements of this Security Addendum ("Information Security Program"). Supplier
shall provide to PSE annually (beginning with the date of the Parties’ execution of
this Security Addendum) a current summarized description of its Information
Security Program, including documentation verifying the authenticity and integrity of
any software that will have access to PSE Confidential Information (e.g., patch
management program, testing, fingerprints, or cipher hashes). The Information
Security Program shall be available for review and audit by PSE upon request. The
Information Security Program and the security controls that cover Supplier’s
networks, systems, applications, technical services, and premises (collectively, the
"Supplier Systems") will be appropriate for the nature of the PSE Confidential
Information that Supplier Processes and will meet or exceed prevailing industry
standards. During the term of the Agreement, Supplier will comply with its
Information Security Program and will perform all of the security controls that are
required pursuant to this Section 1.1(c). Without limiting the foregoing, the
Information Security Program and such security controls will include, without
limitation:
(i)

Physical Security - maintaining physical security of all premises where PSE
Confidential Information will be Processed;

(ii)

Background Checks - taking reasonable precautions with respect to the
employment of personnel (including Subcontractor personnel, collectively the
“Support”) who have access to PSE Confidential Information, including
background checks and other measures as may be required under the
Agreement or Applicable Law. Background checks and security clearances
required for specific access privileges should be renewed on a reasonable
periodic basis or if any Support is suspected or recognized by Supplier or PSE
as a security risk;

(iii)

Training - training of Support on the proper use of data, computer systems, and
the importance of information security via the provision of training materials on
an annual basis;

(iv)

Access - restricting access to records and files containing PSE Confidential
Information to Support who need such information to perform their job duties;
encrypting of all PSE Confidential Information on laptops and other portable
devices; and encrypting of all records and files containing PSE Confidential
Information that will (x) travel across public networks without secure
connections or VPN; (y) will be transmitted wirelessly, or (z) will be transmitted
outside of the secure Supplier Systems.
In addition, Supplier will ensure that Support who have access to PSE
Confidential Information comply with the terms and conditions of this Security
Addendum;

(v)

Monitoring - monitoring of Supplier Systems for unauthorized use of or access
to PSE Confidential Information;

(vi)

Testing - testing changes to Supplier Systems to ensure the security posture
of the system(s) and environments are not compromised by the change;
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(vii) Network Security - maintaining network and electronic security perimeter
controls to protect PSE Confidential Information;
(viii) Incident Response - taking appropriate corrective action; documenting and
training on how to respond to an Unplanned Event (as defined in Section 3.1
below), and testing the plan on at least an annual basis;
(ix)

No Commingling of Data - maintaining all PSE Confidential Information so as
to be compartmentalized or otherwise logically separate from, and in no way
commingled with, other information of Supplier or its other customers;

(x)

Updates and Security Patches - maintaining Supplier Systems connecting to
the PSE network with current updates to remediate security vulnerabilities or
weaknesses identified to Supplier by OEM(s) or others, and applying security
patches in a timely manner;

(xi)

Anti-virus/anti-malware - ensuring that Supplier Systems are protected by antivirus/anti-malware software;

(xii) Records - maintaining complete and accurate user logs, access credential
data, records, and other information applicable to PSE network connection
access activities for at least 90 days; and
(xii) Data and Hardcopy Destruction - destroying (and certifying in writing such
destruction) any and all PSE Confidential Information upon the earlier of:
(A) any expiration or termination of the MSA; or (B) when no longer needed by
Supplier to fulfill its performance obligations under the Agreement; or (C) as
requested by PSE. Notwithstanding the immediately foregoing, certain PSE
records have regulatory requirements governing their retention periods with
which Supplier must comply. PSE will notify Supplier in writing of any
applicable requirements for the records Supplier is Processing hereunder, as
may be updated from time to time by PSE in writing. Supplier’s Processing of
PSE’s (fill in) mandates Supplier’s retention of these records for a period of
(fill in) years.

1.2.

(i)

Supplier will notify PSE within 12 hours of when any Support should be restricted
from remote or onsite access to PSE Confidential Information. This includes
circumstances such as: (i) persons permitted access are no longer qualified to
maintain access; or (ii) Supplier’s employment of, or relationship with, any Support
is terminated for any reason.

(j)

Supplier will not transfer, or cause to be transferred, any PSE Confidential
Information to any third party or from one jurisdiction inside the United States to
another jurisdiction outside of the United States without the prior written consent of
PSE in each instance.

Audit
(c)

Supplier will procure from an independent third party on at least an annual basis a
SOC 2 Type II audit or its then-current AICPA equivalent, as set forth in the AICPA
Trust Services Criteria. The independent audit will cover Supplier Systems. Supplier
shall provide the audit report to PSE prior to or upon execution of the MSA (or this
Security Addendum if executed subsequent to the MSA), and annually within five (5)
business days of completion of the audit. The report must include: (i) whether the
audit revealed any material vulnerability in the Supplier Systems; and (ii) if any
material vulnerability is revealed, the nature of those vulnerabilities.
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(d)

From time to time PSE, at its own expense, may conduct or engage an independent
third party to conduct (subject to such third party entering into a commercially
reasonable, mutually agreed upon non-disclosure agreement with Supplier), an
information security audit of the Supplier security controls described in Section
1.1(c).

(e)

If any audit conducted under (a) or (b) above reveals one or more material
vulnerabilities, Supplier will correct each such vulnerability at its sole cost and
expense and will certify in writing to PSE that it has corrected all such vulnerabilities.
Supplier will complete all vulnerability corrections within fifteen (15) business days
of receipt of the audit findings, unless the vulnerabilities by their nature cannot be
corrected within such time, in which case the corrections must be completed within
a mutually agreed upon time not to exceed sixty (60) days.

2.

Security Breach

2.1.

Notice. Supplier shall notify PSE within 12 hours of any recognized, suspected, or
attempted physical or logical breach of the security of the Supplier Systems (each a
"Security Breach"), further subject to the following:

2.2.

(c)

Recognized Security Breach involving PSE Confidential Information: 2 hours; and

(d)

Suspected Security Breach involving PSE Confidential Information: 4 hours.

Security Logs and Mitigating Controls. In the case of a suspected or recognized
Security Breach involving PSE Confidential Information, Supplier shall, upon PSE’s
request:
(c)

Promptly provide PSE with relevant security logs for PSE's own investigative
purposes and cooperate to the extent possible with PSE’s investigation; and

(d)

Promptly provide PSE with any known or suspected mitigating controls or patches
that PSE might implement to limit related cyber security risk.

2.3.

Remediation. Supplier will take reasonable and appropriate steps to promptly stop and
remediate any Security Breach, and will cooperate with PSE's reasonable requests
regarding the breach.

2.4.

Data Retention Practices. Upon recognizing a Security Breach, Supplier shall also, upon
PSE's request, modify its data retention practices as specified by PSE until ninety (90)
days after the breach is resolved.

2.5.

PSE Contact Information. Supplier shall notify PSE’s IT Support Center (ITSC) at (425)
398-6020; subsequent contact shall be as mutually agreed.

2.6.

PSE Security Breach. In the case of any recognized, suspected, or attempted physical
or logical breach involving the security of PSE systems that PSE reasonably suspects to
be related to Supplier Systems or the usage thereof, Supplier shall cooperate with PSE’s
investigation of such breach and provide PSE any mitigating controls or patches to limit
related cybersecurity risk.

3.

Technology Recovery

3.1.

Definitions. For the purposes of this Security Addendum, the following definitions shall
apply:
“Business Continuity” means Supplier’s ability to continue critical business operations
without stoppage, irrespective of the adverse circumstances of an Unplanned Event.
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“Business Continuity Plan” means the logistical plan created and documented by Supplier
specifying the policies, processes, and procedures Supplier will apply to recover after an
Unplanned Event to partially or completely restore interrupted critical business operations
within a predetermined period of time.
“Disaster Recovery” means Supplier’s ability to recover or continue critical technology
infrastructure and computing systems after an Unplanned Event.
“Disaster Recovery Plan” means the logistical plan created and documented by Supplier
specifying the processes, policies, and procedures Supplier will apply to recover after an
Unplanned Event to partially or completely restore interrupted critical technology
infrastructure and computing systems within a predetermined period of time.
“Recovery Point Capability” or “RPC” means the actual tested and proven amount of data
loss measured backward in time from the start of an Unplanned Event to the point of the
last recoverable backup.
“Recovery Point Objective” or “RPO” means the maximum acceptable amount of data loss
measured backward in time from the start of an Unplanned Event to the point of the last
recoverable backup, as solely defined by PSE. The RPO for purposes of this Security
Addendum shall be ____ hours (12 hours if left blank).
“Recovery Time Capability” or “RTC” means the actual tested and proven duration of time
within which the Services, supporting technology infrastructure, and Supplier’s critical
business operations are restored after an Unplanned Event. The RTC is measured
forward in time, from the initial occurrence of an Unplanned Event to the restoration of the
Services.
“Recovery Time Objective” or “RTO” means the duration of time within which the Services,
supporting technology infrastructure, and Supplier’s critical business operations must be
restored after an Unplanned Event in order to avoid unacceptable consequences
associated with an interruption in Supplier’s business processes. The RTO is measured
forward in time, from the initial occurrence of an Unplanned Event to the restoration of the
Services, as solely defined by PSE. The RTO for purposes of this Security Addendum
shall be ___ hours (4 hours if left blank).
“Service Provider” means an approved subcontractor third-party entity that Supplier
contracts with to provide technology services and/or systems access in support of the
Services specified in this Security Addendum.
“Unplanned Event” means a logical or physical incident or event causing an unexpected
disruption in the Supplier’s ability to provide the Services to PSE, including without
limitation: malware; compromised information systems; natural, technical, or man-made
disasters; acts of crime or terrorism; other business or technical disruptions.
3.2.

Unplanned Events. Should an Unplanned Event occur, Supplier shall:
(a)

Promptly initiate the Disaster Recovery Plan and/or Business Continuity Plan, as
applicable;

(b) Notify PSE as soon as possible (in no event longer than the time periods specified in
Section 2.1), with initial contact to be made to PSE’s IT Support Center (“ITSC”) at (425)
398-6020 and subsequent contact shall be as mutually agreed;
(c) Provide PSE updates hourly, or sooner should major status changes occur;
(d)

Restore all Services and business operations that support the Services in a
timeframe that meets or exceeds both the RTO and RPO; and
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(e) Notify PSE upon the restoration of normal operations of the Services.
3.3.

Disaster Recovery and Business Continuity Planning. Throughout the term of the
Agreement, Supplier shall perform, at a minimum, the following activities to ensure
Supplier’s ability to provide uninterrupted Services after an Unplanned Event, or to recover
within agreed-upon times:
(a)

3.4.

Build and maintain a Disaster Recovery and Business Continuity Plan which shall
be updated:
(i)

At least once a year;

(ii)

In the event of major Supplier organizational changes;

(iii)

If professional or other services that support Supplier’s ability to provide the
Services are outsourced to a Service Provider;

(iv)

If any outsourced Services are outsourced to an alternate Service Provider;
and

(v)

If any outsourced Services are insourced to be within Supplier’s purview.

(b)

Maintain a recovery facility or subscribe to recovery facility services that allow
Supplier to restore Services per the requirements set forth herein;

(c)

Perform comprehensive exercises of its Disaster Recovery and Business Continuity
capabilities at least once a year, and also when major changes are made to
production systems that affect the Services;

(d)

Allow PSE to observe during scheduled recovery exercises, and allow PSE access
to all Supplier Systems to ensure all functionality and data have been restored;

(e)

Allow PSE site visits unrelated to scheduled exercises; and

(f)

Comply with PSE’s requests for documentation to satisfy recovery questions.

Documentation. Supplier will provide the following documentation to PSE on at least an
annual basis:
(a)

Evidence of an owned and operational recovery facility or current subscription to
recovery facility services;

(b)

Evidence that the Disaster Recovery Plan and Business Continuity Plan are both
updated as specified herein;

(c)

Evidence that Disaster Recovery and Business Continuity exercises are both
performed at least annually; and

(d) Results from the Disaster Recovery and Business Continuity exercises
demonstrating:
(i)

Supplier’s execution of the respective plans; and

(ii)

Exercise results detailing: (A) successes; (B) failures; (C) remediation plan for
failures and issues encountered during testing; and (D) RTC and RPC
capabilities.

4.

Data Transfers (in the event that Supplier transfers or receives PSE Confidential
Information)

4.1.

Shared Information. During the term of the MSA, PSE may request that: (a) Supplier
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transfers certain PSE Confidential Information to one or more third parties designated by
PSE (each, a "Designated Recipient"); or (b) Supplier receives certain PSE Confidential
Information from one or more third parties designated by PSE (each, a "Designated
Representative"). In the event that PSE makes such a request, PSE will provide written
notice and express permission to Supplier that: (i) identifies the applicable Designated
Recipient or Designated Representative; (ii) identifies the PSE Confidential Information
that Supplier must either transfer to such Designated Recipient or receive from such
Designated Representative (in each case, the "Shared Information"); and (iii) sets forth
additional terms and conditions including the data transfer mechanism, adequate
permissions and grants of authority, if any, that apply to the transfer or receipt of the
Shared Information by Supplier pursuant to this Section 4.1. The Shared Information shall
remain the sole and exclusive property of PSE.
4.2.

4.3.

Secure Transfer. When Supplier transfers Shared Information at the written request of
PSE pursuant to this Section 4, Supplier shall:
(a)

Transfer solely the Shared Information to the Designated Recipient identified by PSE
pursuant to and in accordance with the written notice provided by PSE pursuant to
Section 4.1; and

(b)

Securely transfer the Shared Information in accordance with Applicable Law and via
a data transfer mechanism approved by PSE.

Secure Receipt. When Supplier receives Shared Information pursuant to this Section 4,
Supplier shall:
(a)

Use commercially reasonable efforts to securely receive the Shared Information
from the Designated Representative identified by PSE pursuant to and in
accordance with the written notice provided by PSE pursuant to Section 4.1;

(b)

Securely store the Shared Information in accordance with Applicable Law and as
approved by the Parties;

(c)

Treat the Shared Information received from the Designated Representative as:
(i) information, data and materials provided to Supplier directly from PSE under the
Agreement; and (ii) PSE Confidential Information under this Security Addendum;
and

(d)

Use the PSE Confidential Information solely as authorized by PSE in writing,
including in this Security Addendum, the MSA, and in all applicable Statements of
Work, and solely for purposes of performing its obligations under these agreements.

4.4.

Cessation. PSE may direct Supplier to cease transferring or receiving Shared Information
pursuant to this Section 4, at any time and in its sole discretion, by providing written notice
to Supplier. Upon Supplier's receipt of such written notice, Supplier shall immediately
cease transferring or receiving Shared Information pursuant to this Section 4, as
applicable, and destroy such information pursuant to Section 1.1(c)(xii) above unless
otherwise directed by PSE.

5.

Cost
There shall be no additional cost to PSE for Supplier's performance of its obligations under
this Security Addendum.
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6.

Miscellaneous

6.1.

Subcontracting. Supplier will not subcontract or delegate the Processing of PSE
Confidential Information or the performance of its obligations under this Security
Addendum without the prior written consent of PSE. For purposes of clarity, PSE may
authorize Supplier’s subcontracting of Services under the MSA or a Statement of Work,
however the subcontracting of any of the obligations specified under this Security
Addendum requires additional specific written authorization by PSE. Supplier will remain
fully responsible for fulfillment of its obligations under this Security Addendum and will
remain the primary point of contact regarding any Processing of PSE Confidential
Information or the performance of any of its obligations under this Security Addendum that
have been subcontracted or delegated.

6.2.

Representation and Warranties. Supplier represents and warrants the following:
(f)

it has the full power and authority to enter into this Security Addendum and to
perform its obligations under this Security Addendum;

(g)

Supplier is not aware of any previous Security Breaches or, if a Security Breach has
occurred, Supplier has disclosed in writing each such Security Breach to PSE and
remedied all related security vulnerabilities and taken appropriate measures to
prevent similar Security Breaches from occurring again;

(h)

Supplier is not, and has not been, a party to any current, pending, threatened or
resolved enforcement action of any government agency, or any consent decree or
settlement with any governmental agency or private person or entity, regarding any
Security Breach or otherwise regarding privacy or information security, or if it has
been a party to any such enforcement actions, consent decrees or settlements, it
has disclosed in writing all such enforcement actions, consent decrees or
settlements to PSE and taken appropriate measures to comply with any
requirements imposed in connection therewith;

(i)

Supplier's Information Security Program complies with Applicable Law; and

(j)

Supplier is and will remain in compliance with all Applicable Law and will not, by an
act or omission, place PSE in breach of such laws.

6.3.

Indemnification. Supplier will indemnify, defend and hold harmless PSE and its parent,
subsidiaries, affiliates, agents and suppliers, and their respective officers, directors,
shareholders and personnel, from and against any claims, suits, hearings, actions,
damages, liabilities, fines, penalties, costs, losses, judgments or expenses (including
reasonable attorneys’ fees) arising out of or relating to its failure to comply with this
Security Addendum.

6.4.

Breach of Obligations. If Supplier can no longer meet its obligations under this Security
Addendum, it will immediately notify PSE in writing. Supplier will take reasonable and
appropriate steps to stop and remediate, and will cooperate with PSE's reasonable
requests regarding, any unauthorized Processing of PSE Confidential Information by
Supplier or Service Provider. A breach of any provision of this Security Addendum may
result in irreparable harm to PSE, for which monetary damages may not provide a
sufficient remedy, and therefore, PSE may seek both monetary damages and equitable
relief. Monetary damages for breach of the obligations in this Security Addendum are not
subject to any limitation of liability provision in the MSA. In the event Supplier breaches
any of its obligations under this Security Addendum, PSE will have the right to terminate
the Agreement or suspend Supplier’s continued Processing of any PSE Confidential
Information, without penalty, immediately upon written notice to Supplier.
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Intending to be legally bound, PSE and Supplier have caused their duly authorized representatives
to execute this Security Addendum in the space provided below.
PSE:

Supplier:

Puget Sound Energy, Inc.

_________________________________
FOR PROCUREMENT USE ONLY

By: ____________________________

By: ______________________________

Printed Name: ___________________

Printed Name: _____________________

Title: __________________________

Title: _____________________________

Date: __________________________

Date: _____________________________
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